EBM\ M= £ EEMTE

HEEX W IR =
2018. 05



F—F &N

F—%F ARBIRMEZAREEN, wRIIENGEELLEE
TAE, B CREAREFENEZL2E) GEFM R LEEE4HE
REEAE) GEFE R LEERAEETEAR GEFAHRLEL
FHEEL2FRRFELAER) GEAYRLEEZRWiHERY &4
KiEN. AEHE, RNk,

Fo&k ANEER FIERNEANT LT E L RIESAH X I

=& EKMEERTEIMERIT “#ET. BAFE, #E
Rl #R#” v etk RELR WEN.

FOEZ AR LELATHEASIEALE (UTHRILE
) REBRNER LT ET/ENRS. EEARE, ERFMETE
e 2 A AT T ROERC AL, A SR IR B &2
TR BT, ZeR e EE.

FH& EBRMEF PO (UTHBEEFO) f T IERMAER
RAWBHREN, HEEIE, ERMNEFER Y (LT HRARE
L) AFEEETANGEEL2 BN fRETE, FAREET L L

Fok BN (LT EAREN) fRANERE
ME2TE, FARANALFRAENETLRIE.

FoF AL ER

Bt EXVHEFELFXREREERIHESTLMXE

*, FFERBRLMAELETOEEHERKE.



BN B N R o ig 5 b, AEECHEE, &

JE] 4 B AR Bk R 2

A BONAMEERFBTLELEZLLARPE=RNE
R, BT EHEIER A A RSN T2,

4 BE)NAE SHEEIGEBFNEETCE R AR
Ly F . AAABREEERR.

£ =ZF BAMNMBRI

F+—% ) \VAEREER. TLEELLFEAFEAX
MEUBRAREHER SEMERGEELLNEWE, 2 HHE%.

E+—4% ) VHEYREGEEPORREAAHATRER
. NSESGMNILEFTIF.

F+=2 8 VAN LS ZEERMERGFNEENT AEN,
ABRERABENEER. BFE AnFRELH 1P MU HITH
LEE.

FTHE B NHAFEHFEmLFEENLT2/E, NY
RBRYHZAHPHEE, AR EAMEI AN ZTLREFKE
F%se, RAEMENMFELLREN, MEREDHEXIN,
FEEE P ORE.

FTE& B VAR AR IERNEZLRRE LS, LENSE
1 4k 30 R A BOR BT R B BUR 5 A8 , 450 B8 AT R m D hUR T HE AT )
W EE R, SEHE LR, FENREHENGEERM, Bk
BEAP. 7% SERFASERIE NGNS, &GS LR



I i Bk P

T4 S NMEEITFRERBE L2, EAHH
AWM. EEMEERMnARRE, FiEE ORKM M REE. Ly
&Y &V BN

FtE% BOAIAESLFRERBRESERTF. KAE 5
Bé. REFETALRE. BESFMEE, k% BRI .
I B AR T ARE, NANEESFOHRE.

BTAEZ ENIAATEEENIRMAAREHRLEE, A
LRk P By 25305 & 00 4 B B A BRAT b R A Byl R AR AL LR
WA mE B BE 4F T, sboh, AT B2 R BB 00 SR
e XHEEANGERCF] SR AT MR BT R, ERAUNE
EE

FT0e B)OAAELLY TS TRIFEERMNEZ2RERHF
ETHROALFHFR DRUFAEGHNLTAREELR,
My ETRASErEFZ2H#E, REGELS.

FoTH BANME S £ TATEERMEERES. &6
WA e H e T L E H LS ELAMER, RIS FEES
M RME R, NN S B TRBI N SBE0. REAamTl
FE5MERE, VERILE F bFayEEH.

Fot+—% BE)NHARELRM LEERBERES, BF
ARBAEEE. BAELERNEER.

Fm¥ AE5EF



Fot =% AARTHMRERAN CGEFMRTLERRSA

WitAEE Y, AR RAT B N R A A R BER AT B AR
IR, HIFERAE LA ET . HETLEINASER
17.

o+ =4& BE P QoA RALE I YA LB £ 48 £
H#, EAELERNEE, REFMNERA#THERE. MERN.
HETEIFEERENEE 2NN, NI R RBEANAEF LS
HLATH, #MEIEE 2. HAETHRTE, B€PCRREAIAR
e LKA,

FEF WA
ot WA A HIERE bR KA RE.
F_Ta% KAk E LW ZH RELT.



B 1

e o DI SRt = k=]

—. MEER2REEK

1. FEREK
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(1) E\EANTEH:

IERCH B2
41.0.0.0
6.7.6.1/30 6 7.22.1/30
- T
WERE N 6-7.6.2/30 6.7.22.2/30  {FEREEA

& : ERFATEh AP, & &R GRS A Rribhbf -
WM BETPES : A 7.6.0/30 6.7 22.0/30
RS EAESTr: 41.13.0.0/2
PIFNESSTP: 10.1.100.0/24

(2) BEBEPRE

HIC B (v7 &) 3 Cisco B E RERN
AFBHBRIEE )
interface GigabitCrhernet0/0 interface GigabitEthernetQ/0
ip address 6.7.6.2 255.255,255.252 ip address 6.7.6.2 255.255.255.252 | 5B EB#EC
undo shutdown no shutdown mEdE o




interface GigahitEthernet(}/]

interface GigabitEthernetd/1

ip address 10.1.1.253 255.255.255.0 | ip address 10.1.1.253 255.255.255.0 | AM#E 0
undo shutdawn na shutdown miEED
RremgR2RE
interface GigabitEthernet0/0 interface GigabitEthernet0/0 !
ip address 6.7.22.2 255.255.255.252 ip address 6.7.22.2 255.255.255.252 | H5iEBi M ik
undo shutdown no shutdown Mo 4 o
interface GigahitEthemet(/1 interface GigabitEthernetly]
ip address 10.1.1.252 2535.255.255.0 ip address 10.1.1.252 255.255.255.0 | AM# 0
undo shutdown na shutdown MiEdn
(3) VRRP/HSRP B2 &
H3C B (v7 fik) | Cisco B.E | mERH
ArPBEmERIER
interface GigabitEthemeat(/1 interface GigabitEthernat0/1
virp vrid 1 virtual-ip 10.1.1.254 standby 1 ip 10.1.1.254 X
virp vrid | priority 120 standby 1 priority 120 &R
vrrp vrid | preempt standby | preempt ek
(ERTHREHH)
. Track 5# DB
virp vrid 1 track | priority reduced 50 | standby | track 1 GO/ 50
d p oy CEHTRENE)
. L ' track 1 interface GigabitEthernet0/0 | 77 /& Track (EF T
track | interface GigabitEthernetO/ oot EEHLE)
(FRTEEHTH)
interface GigabitEthernet(/1 | interface GigabitEthernet0/1
| Track 5 # 0 8t 3
vrep vrid | track 2 priority reduced S0 | standby 1 track 2 decrement 50 (ZERTEEHY
%)
nga entry admin testl
type iemp-echo
destination ip 6.7.6.1
e - ks LAt 1P S
2 el iemp-echo 6.7.6.1 source-ip 6.7.6.2 | itk (EAFEEY
frequency 500 £8)

reaction 1 checked-element
probe-fail threzhold-type conzecutive 3
action-type trigger-only




nqa schedule admin test] start-time ip sla schedule | life forever FEER(ERTFE

! T I ——— " .
now-lifetime forevet stari-tme now .E-"‘Iﬁ_.:,%ﬁ i

Track 5 slainga B 3

track 2 nqa entry admin test] reaction 1 | track 2 ip sla 1 reachability (ERATFEEHE
&%)
RAFPBaERER
interface GigabitEthernet/1 interface GigabitEthernat()/1
ip address 10.1.1.252 255.255.255.0 ip address 10.1.1,252 255.255.255.0 | AR D
vrrp vrid | virtual-ip 10.1.1.254 standby | ip 10.1.1.254 A %

#: ot EEEHESE A TR ME, HA Track 5§ SLA (NQA ) B4 84 2 & 5
#&, 7 VRRIVHSRP BN X5 24, B b 4T 9%, LEapEds, fEREHR S
WE, 45 VRRP/HSRP ZHlF X st £ 0 B8,

(4) BFD BLE

HICRE (v7Hi&) | Cisco B | AL i

APREaERIEE

interfice GigabitEbemet0/0 i iRt
. L bfd interval 500 min_rx 500 BFD #0&# R
bfd min-receive-interval 300 multiplier 3 (HEEEE)
BFD #z 3 EE
bfd min-transmit-interval 500 (% E il F? ;ﬂ
BFD Ml & H ®H
bfd detect-multiplier 3 s Fo ik 2 )
AFBEERER
interface GigabitEthernet(/( interface GigabitEthemet0/0
, o bfd interval 500 min_rx 300 BFD e M & EE
bfd min-receive-interval 300 multiplier 3 (=)
BFD M & X R H
bfd min-transmit-interval 500 (% it*ié] ék 3
gine BFD # M &4 &5
bfd detect-multiplier 3 |l (He Tk 80 )
(5) BpBE
H3C B.& (7 fik ) | Cisco BE | EE#HH
HArEp#RIEE
i tatic 41.0.0.0 255.0.0.0 I te static bfd GO/ 6.7.6.1 ,
I]I}.I'UU?E-EEEIIE 0.0 255 I:pmue atic BB LR AR
GigabitEthernet/0 6.7.6.1 bid ip route 41.0.0.0 255.0.0.0  GO/O y
control-packet preference | 6.7.6.1
ip route-static 41.13.0.0 255.255,255,0 | ip route 41.13.0.0 255.255.255.0 BEELEZAARD




GigabitEthernet0/1 10.1.1,10 | GO/l 10.1.1.10 |
Fl-p it RN
ip route-static 41.0.0.00 255.0.0.0 ip roule static bfd GO/ 6.7.22.1 B R
GigabitEthernet/0 6.7.22.1 bfd ip route 41.0.0.0 255.0.0.0 GO/ &
control-packet preference | 6.7.22.1
ip route-static 41.13.0.0 255.255.255.0 | ip route 41.13.0.0 2535.255.255.0 B A 0 i
GigabitEthernet0/1 10.1.1.10 GO/1 10.1.1.10
(6) ERAFRD 54
H3C B5 (v7 M) | Cisco B & [ mERM
APEEERIEE
acl advanced name Denyport ip access-list extended Denyport
rule deny tep destination-port range deny  tcp any any range msrpc
135 139 139 i [ e S
rule deny tcp destination-port eq 443 deny  tep any any eq 445
rule deny udp destination-port eq 445 deny  udp any any eq 445
rule permit ip permit ip any any
Nt CHgNIERCneiNy . interface GigabitEthernetd/0
packet-filter name Denyport inbound b hatidions BrBore I B e s
oAttt Degpes ip access-group Denyport out
outbound .
FPEmaRIER
acl advanced name Denyport ip access-list extended Denyport
rule deny tep destination-port range deny  Lcp any any range msrpe
He b . e LT T
rule deny tep destination-port eq 445 deny  tcp any any eq 445
rule deny udp destination-port eq 445 | deny  udp any any eq 445
rule permit ip I__pen'nit ip any any
i o interface GigabitEthernet0/0
packet-filter name Denyport inbound e grony Denartdn 5
packet-filter name Denyport ;
ip access-group Denyport out
outbound |
(7) BFK5E NAT BEE
H3C ®E | Cisco B & (v9.5) RN
#A NAT RE (FFRIER)
nat address-group 1 41.13.0.X Ubjfxt nmwﬂrk, ; :
Inside-to-Outside-POOL A 50 & NAT #

41.13.0.X

range 41.13.0.x 41.13.0.x

| acl number 2xxx
| rule permit source [0.1.100.0
0.0.0.255
rule deny

ohject network
Inside-Metwork-MNA T-Outside
subnet 10.1.100.x 255.255.255.x

nat {inside,outside) dynamic

Th& PAT #4




interface gigabitethernat x/x
nat outbound 2xxx address-group |

pat-pool [nside-to-Chatside-FOOL
round-robin

o WAENATRE (BFEVH) -
nat static 10.1.100.X 41.13.0.X object network Inside-Server
host 10.1.100.x
: N ! 2 ##45 NAT
interface gigabitethernet x/x
nat outbound static nat {inside,outside) static 41.13.0.x
(8) BXIEh RS RE
HIC & B Cisco BLHE (v9.5) it L, B
acl number 3xxx access-list Outside access Inside
rule (0 permit icmp source 41.x.x.x 0 | extended permit icmp host 41 XX
destination [0.1.100.x 0 host 10.1.100.X
rule 5 permit tep source 4 Lxx.x 0 access-list Outside_access_Inside
destination 10.1.100.x 0 extended permittcp host 4 1.X.X.X ;
| destination-port eq fip host 10.1 r:IJII]I X eqpﬂp ERARRA AR
| B B B XA

rule 10 permit top source 4 1.x.x.x 0
destination [0.1.100.x 0
destination-port eq www

rule {5 deny ip logging

access-list Ortside access Inside
extended permit tep host 4 1.X0X.X
host 10.1.100.X eq www
access-list Outside access Inside
extended deny ip any any log
notifications

i [E] 2 5 e

acl number 3yyy

rule () permit icmp source 10.1.100.x
0 destination 41 . xx.x 0

rule 5 permit tcp source 10.1.100x 0
destination 41.x.%x.x 0 destination-port

access-list Inside_access Quiside
extended permit icmp host
10.1.100.X host 41 XXX
access-list Inside_access Outside
extended permit tep host 10.1.100.X

£ WWY host 4 1. XX eq fip ﬁﬁﬂﬁﬁiﬁf]\*fﬂ){ﬁi
. . i . W AEE Y 2 M
rule 10 permit top source 10,1.100.x | access-list Inside_access_QOutside i ]
0 destination 4 Lxxx 0 extended permit tep host [0.1.100.X
destination-port eq fip host 412X eq www
rule 15 deny ip logging access-list Inside_access_Qutside
extended deny ip any any log
notifications
interzone source outside destination
tniida access-group Oulside_access [nside
. — in interface Outside A ALK [ #EEE
rule acl enable
inlerzone source inside destination
outside access-proup Inside_aceess Outside | | .
rule acl 3yvyy in interface Inside VRt A

rule acl enable
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W, BEABBEELER, ERMAFE LS IP i,
(1) AT EHE

Vo uEpe -
41_0.0.0
6. 7. 6. 1./30 6 7.22 1730
iR ek
WS N, 6 7-6.2/30 6. 7. 22 2730  GFEREE A

- Eqﬂﬁﬁmﬂhﬂt‘iaﬂm - EE T TR SRR S S i e it b e o -
e S P : 6 7.6 030 6.7. 220430
IWFERSE RSP 41.13. 0.0/24
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(2) BHBEURE

| HICER (v R&F) | Cisco fiL & |  ERERY
RPpEbER BR

interface GigabitEthernet(/0 interface GigabitEthernet0/0

ip address 6.7.6.2 255.255.255.252 ip address 6.7.6.2 255.255.255.252 | GilEEM ERHE
undo shutdown no shutdown mEHC

interface GigabitEthernet0/1 interface GigabitEthernet/1

ip address 10.1.1,253 255.255.255.0 | ip address 10.1.1,253 255.255.255.0 | A&

undo shutdown no shutdown - WEES




interface GigabitEthemnetd/2

interface GigabitEthernet(/2

101,110 preference |

GO 1001110

ip address 10.1.2.1 255.255.255.252 | ip address 10.1.2.1 255.255.255.252 | R1 5 R2 H At il
undo shutdown no shutdown btk
APHLBROER
__interfate GigabitEthernet0/0 interface GigahitEthernat(/0
ip address 6.7.22.2 255.255.255.252 | ipaddress 6.7.22.2 255.255.255.252 | 5 M Ehz# 0
unde shutdown no shutdown #itEo
interface GigabitEthernet/1 interface GigabitEthernet(y]
ip address 10.2.1.252 255.255.255.0 | ip address 10.2.1.252 255.255.255.0 | A0
undo shutdown no shutdown g
interface GigahitEthernet(,/2 interface GigabitEthernet(/2
ipaddress 10.1.2.2 255.255.255.252 ip address 10.1.2.2 255.255.255252 | R1 5 R2 B Ecthit |
| undo shutdown no shutdown BEED
(3) BFD . &
H3C AR (v7 KA ) | Cisco B2 f | EE#H
APRHBERIER
interface GigabitEthernet(/0 interface GigabitEthemet0/0
bfd interval 500 min_rx 500 BFD #£ RS HEE
bfd min- ive-interval 500 -
min-receive-interva | muttiptier s | [_{% @I‘ﬂfﬁ_} ]
BFD #: 3| &4 B E
bfd min-transmit-interval 500 R
( &3 e )
BFD #& 3 i
bfd detect-multiplier 3 ( ﬁﬁ;j jﬂ E
AFEBERIER
interface GigabitEthernetd/0 interface GigabitEthernet0/0
i - bfd interval 500 min_rx 500 BFD 28 $40 7 i
min-receive-interva multiplier 3 (HEEE)
BFD &
bfd min-transmit-interval 500 C j; ;‘:t jﬁ Et-ﬁ- !
BFD #r il &4 F &
bid detect-multiplier 3 ;
ect-multiplier ok 4 )
(4) BHEE
HIC RE (v7 %) [ Cisco B & | EE#H#
Argad RIER
ip route-static 41.0.0.0 255.0.0.0 ip route static bfd GO/0 6.7.6.1 i
B F i
GigabitEthernet(/0 6.7.6.1 bfd ip route 41.0.0.0255.0.0.0 GO/ " L&EERAE
cantrol-packet preference | 6.7.6.1
ip route-static 41.13.0.0 )
te 41.13.0.0 255.255.255.0 y
255.255.255.0 GigabitEthemnet0/1 | T o R £ERSRE




ErgmBran

.i|::|‘_rl.‘.l_l.._ll_l.',:$t3'h't. 241.0,0.0.255.0.0.0 m _route static bfd G0/0 6.7.22. ] R |
GigabitEthernet(/0 6.7.22.1 bfd ip route 41.0.0.0255.0,0.0 GOO g
control-packet preference | 6.7.22.1
ip route-static 41.13.0.0 :
te 41.13.0,0 255.255.255.0 &
255.255.255.0 GigabitEthernet)/ 1 g{:ﬁ”; i AR T
10.2.1.10 preference | o
i BANSARELEATMESEREARRRGHN, ZULZERTHEREBURES
%, RiE b FEHELT.
(5) ERRBHPEH
H3IC BE (v7 &) L Cisco B.E AE it %
AP BEER RE
acl advanced name Denyport ip access-list extended Denyport
rule deny tcp destination-port range deny  tcp any any range msrpc
135 139 139
i Fl ¥ ek
rule deny tep destination-port eq 443 deny  lep any any eq 443
rule deny udp destination-port eq 445 | deny  udp any any eq 445
rule permit ip permit ip any any
; St Ly /
|nterttet,e;.'1itnabllELh;renclﬂ i inbound interface GigabitEthernetd/0
packet-filter name Denyport inbou TN — S 2 ) S
packet-filter name Denyport . : .
ip access-group Denyport out
outhound
ArRpBR2ER
acl advanced name Denyport ip access-list extended Denyport
rule deny tcp destination-port range deny  tcp any any range msrpe
135 139 139 PE
— iy 3] 25 1 e -
rule deny top destination-port eq 443 deny  tcp any any eq 445
rule deny udp destination-port eq 445 | deny  udp any any eq 445
rule permit ip permit ip any any
i igabitEthernet0/0
'““Tf;:gﬁb" g | interface GigabitEthemet0/0
-filter name Den inboun : ; oyt
e : AR ip access-group Denyport in 8 Rl i B4 ) ek
packet-filter name Denyport ;
ip access-group Denyport out
outhound i
(6) Frkis MATH &
HIC B8 | Cisco BLE (v9.5) | RE#RS
B4 NATEE (F/F%ER)
at add 141,13.0.X SHer et
e i Inside-to-Outside-POOL BLE 55 4 NAT
—_— range 41.13.0,x41.13.0.x
acl number 2xxx object network o
PAT :
rule permit source 10.1.100.0 Inside-Metwork-MAT-Outside W& ks




0.0.0.255

rule deny

subnet 10.1.100.x 255,255,255
nat (inside,outside) dynamic

interface gigabitethernet x/x
nat putbound 2xxx address-group 1

pat-pool Inside-to-Outside-POOL
round-robin

BENATHE (RF2HEMA)
nat static 10.1.100.X 41.13.0.%X object network Inside-Server
host 10.1.100.x .
interlace gigabitethernet x/x 15 NAT
nat outhound static nat (inside.outside) static 41.13.0.x
(7) B KI& ¥ (742 ) s g B B
HICERHE Cisco L5 (v9.5) EEAH

acl number 3xxx

rule L‘]'pennit iemp source 41.x.xx 0
destination 10.1.100.x 0

rule 5 permit top source 41.x.x.x 0

access-list Qutside_access_Inside
extended permit icmp host 41 XX
host 10.1.100.X

access-list Qutside _access_Inside

destination 10.1.100.x 0 extended permit tep host 41.X.X.X host | 3488 4 [ &1t
destination-port eq fp 10.1.100.X eq fip [ R LR K
rule 10 permit tcp source 4 1.x.x.x 0 | access-list Quiside access Inside M 1 R
destination 10.1.100.x 0 extended permit tep host 41.X.X.X host | 5E8E
destination-port eq www [0.1.100.X eq www
rule 15 deny ip logging aceess-list Oulside_access Inside
extended deny ip any any log
notifications
acl number 3yyy access-list Inside_access Outside
rule O permit icmp source 10.1.100.x | extended permit iemp host 10.1.100.X
() destination 41 .x.x.x 0 host 41.X.%.X
rule 5 permit tep source 10.1.100.x {0 | access-list Inside_access Outside
destination 41.x.x.x 0 destination-port | extended permit tep host 10.1.100.X $5 B8 PR R M 18
eq www host 41.X.X.X eq fip 500 e B
rule 10 permit tcp source 10.1.100.x | access-list Inside_access Outside A AR
0 destination 41 x.x.x 0 extended permit tep host 10,1.100.X WL
destination-port eq fip host 41.3.5.X eq waw
rule 15 deny ip logging acocess-list Inside_access Oulside
extended deny ip any any log
notifications
interzone source outside destination
iiside access-group Outside access Inside in
e P interface Qutside WA AT 1

rule acl enable




interzone source inside destination
outside access-group.Inside. aceess Qutside in L Ab
- 5 - e i o

rule acl 3yyy interface Inside

rule acl enable
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(1) BANTEHE:

iR

6.7.22.2/30  JEEKEBEA

# - B AIrehb A 0r . B S SR SgT SR b i -
FE: A 7.6.0/30 6.7.22.0/30

RS BRI S IP: 41.13.0.0/24
P STP: 10.1. 100 0/24

(2) ARBESFENER .



4 FMMERI: mi=rAuhEN
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E. AR IR —RGHE, BOERMARE -HBEATR, B
SBEENEW, £ EPORA RS [P My, RAREFOE
Fif— &SR, BNERPI AT S, RAREFOERA S B4
IP st

(1) BATEE:

3 Biaraithrir, SERR SRR ETihEhE: 5 BREEEUEHHE SR R e
S BIPF: & 7.6.0/30 6.7.22.0/%0 WMHEFATHIPE: 67 40.0/30
THE RS ETF S - 41,15 0.0/ EERFEIP: 41 29,00 0/24
PIFREFIP: 10.1. 100 0/24 Faplk 1P : 101 200 0/24

(2) BRESEEAEDS .
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L REEFEIRE

H3C BF (v k) [ Cisco BLE | EE#HA
APABHERI BE
interface GigahitEthernet(/0 interface GigabitEthernet(/0
5it B
ip address 7.7.6.2 255.255.255.252 ip address 7.7.6.2 255.255.255.252 31 BRERE
unde shutdown no shutdown #ME#HR
interface GigabitEthernet0/ | interface GigabitEthernet0/]
ip address 10.10.1.234
ip address 10.10.1.254 255.255.255.0 | Do ree : p 42 D
2552552550
undo shutdown no shutdown #iEED
3. BFD L&
H3C BE (v M%) | Cisco B AR
ArPpRuE R BR
interface GigabitEthernet(/0 interface GigabitEthernetd/0
bfd interval 500 min_rx 500 BFD ] £ 31 2
in- ive-interval 500 - ;
ook aeicaieg multiplier 3 B (#TER)
BFD 4 3 £ 3 At
bfd min-transmit-interval 500 ¥ ( E ﬁ]ﬁ: ) *
BFD 1 B3 L
bfd detect-multiplier 3 5 {fﬂiﬁ]ﬁi]
i
4. BmEE
H3C BE (v7 iz ) | Cisco B E [ mERE
RPEDER BLE
ip route-static 42.0.0.0 255.0.0.0 ip route static bfd GO/ 7.7.6.1 0 £ ER A
GigabitEtherngt0/0 7.7.6.1 bfd ip route 42.0.0.0 255.0.0.0  G0/0 Rk ek
__mmrﬂ]—pucket preference | 7.3.6.1
ip route-static 42.13.0.0 255.255.255.0 | ip route 42.13.0.0 255.255.255.0 B & B
GignbitEthernet/1 10.10.1.10 GO 10.10.1.10 k|
S.XERRERODEE
H3C BLH (v7 faA) | Cisco B E | B fii 3% 1 14
ArEEdRrIEE
acl advanced name Denyport ip access-list extended Denyport
rule deny tcp destination-port range deny  fcp any any range msIpc
135 139 139 .
e P
rule deny top destination-port eq 443 deny  tep any any eq 443 WA
rule deny udp destination-port eq 445 deny  udp any any eq 445
rule permit ip permit ip any any
interface GigabitEthernet0/0 interface GigabitEthernet0/0 T8 ] o 17] 42 ) R




0 destination 42.x.x.x 0
destination-port eq www
rule 10 permit tep source 10.10.100.x

extended permit tep host 10.10,100.X
host 42.30.2CX eq fip
aceess-list Inside access Outside

packet=filter name Denyport inbound | ip access-group Denvport in Er
packet-filter name Denyport ip aceess-group Denyport oul
outhound
6. [ K3 NAT fL B
HICEE Cisco H (v9.5) B H 9
HENATEY (£PHEA)
nat address-group 1 42.13.0.X ﬂbj-l?'.ﬂt nemnrk_ e .
AL13.0.X Inside-to-Outside-POOL BE AT A NAT #
range 42.13.00x 41.13.0.x
acl number 2xxx
rule permit source 10,10, 100.0 object network
0.0.0.255 Inside-MNetwork-NAT-Oulside
rule deny subnet 10.10.100.x 255.255,255.x | 31 & PAT $#4&
nat (inside.outside) dyvnamic pat-pool
interface gigabitethernet x/x Inside-to-Outside- POOL round-robin
nat outhbound 2xxx address-group |
AP NATRE (REBER)
nat static 10.10.100.X 42,13.0.X object network Inside-Server
_ o hiost 10,10,100.x 2 NAT
interface gigabitethernet x/'x
nat outbmmd_s_mtic nat (inside,cutside) static 42.13.0.x
T. B KV FE R R RE
H3C AL Cisco BE (v9.5) A
acl number 3xxx access-list Outside_access_Inside E R RN
rule 0 permit icmp source 42.x.x.x 0 | extended permit icmp host 42.X.X.X | & N & & 05 A&
destination 10.10.100.x 0 host 10.10.100.X AT T EHEH
rule 5 permit tep source 42 x.x.x 0 access-list Outside access Inside S
destination 10.10.100.x 0 extended permit top host 42.30X.X
destination-port eq fip host 10.10.100.X eq fip
rule 10 permit tep source 42.5.x.x 0 access-list Outside access_Inside
destination 10.10.100.x 0 extended permit top host 42.30X.X
destination-port eq www host TO10.100.X eq www
rule 15 deny ip logging access-list Outside_access Inside
extended deny ip any any log
notifications
acl number Jyyy access-list Inside_access Outside $ FE AR IR o oAb
rule 0 permit icmp source extended permit icmp host BERALE G
10.10.100.x 0 destination 42.x.x.x 0 10.10.100.X host 42 X. X.X i 7 18 i 4
rule 5 perrnit tep source 10.10.100x | access-list Inside_access Outside A




0 destination 42.x.x.x 0
destination-porl eg g

extended permit tep host 100710, 100X
host 42.X.X.X eq www._

rule 15 deny ip logging

access-list Inside_access Outside
extended deny ip any any log
notifications

interzone source outside destination W H ALK 6 e
iinids access-group Outside access [nside

piiiniad Asewse it interface Outside

rule acl enable
interzone source inside dﬁiiﬁliun i H A

outside

rule acl 3yyy
rule acl enahle

access-group Inside_access Outside
in interface Inside




